e

THALES

Building a future we can all trust




Table of Content

SECURING THE SKIES: CYBER THREAT INTELLIGENCE FOR THE AVIATION ECOSYSTEM ..

1 _FROM THE THREAT CONTEXT TO THE REALITY OF THE RISK

2 _CYBER EVENTS ON THE AVIATION SECTOR IN 2024 AND 2025 ..

3_MOST USED ATTACK TECHNIQUES -+ wreersereseresssesssnisisisinissiis e

4_PROSPECTIVE ...ttt ssssses s ssssessssssessssssesssssnees

* The effects of geopolitics on the aviation sector ............cccccceuveinnncnnnencnce.
- The interlinking of geopolitics and the aviation sector
- The aviation sector and current CoNfFlICLS ----ccccccviimmiiiiiiiiiiiiiiecereeeeeessssaeaneeeeeeeeee

e Cybersecurity on the aviation industry
- What Is Covered Under Aviation Cyber Security Market? ........
- Aviation, a sector exposed to a present cyberthreat ...

e Why do cyber attackers target the aviation sector? .............cccccevveeevernnnene.
- Operational complexity --
- High data value -
o oPerationa| disruption .......................
- Ceopolitical reasons i
- Intellectual-property theft and industrial espionage

e Business Email Compromise (BEC) ......ccccouominirnerernnensemseessssessessssassssssssens
- Incident Example: EMEA-based Aviation Company BEC Attack
- Incident Example: Phishing Campaign by ATK300 (UNK_CraftyCamel)

® SUPPLY CRAIN e

e Ransomware threat -.........

© HACKEIVISIN  cvoceiirierentinteitienentesteseesesesseseestesessessesseseeseesessessessessssessessesseseessssessessesteseesessessesteseen

e State-sponsored ...
- Russian APTs
- lranian APTs oo
- North Korean APTS oo
B O i e S SN A PITIS I

e Tactics, Techniques, and Procedures (TTPs).........

A SHARED MISSION: BUILDING A RESILIENT AVIATION ECOSYSTEM ... . p.25
Table of illustratio

Figure 1: An email spoofing the EMEA-based aviation company (Proofpoint) o B2
Figure 2: Fake Linkedln account created by the attackers to add legitimacy to their emails (Proofpoint) ....... p.10
Figure 3: One of the PDF files included in the OrderList.zip file (Proofpoint) . p.ll
Figure 4: Sosano backdoor infection chain (Proofpoint) ......... p.1
Figure 5: Ransomware attacks targeting the aviation sector 2024 — 2025 .........rnvvennivennsreneeinens p.13
Figure 6: Most active ransomware groups in the aviation industry 2024 — 2025 .........iivenivereneveneveneeenees p.13
Figure 7: Clobal distribution of ransomware attacks affecting the aviation sector 2024 - 2025 ... p.14
Figure 8: Official SEA airport tweet reporting Cyberattack ... nnnnrrereienenenenteeeeeseesesesesseseeesesssssssssss p.14
Figure 9: Screenshot of Rhysida’s Data Leak Site ......iiiniirinicenieereeteeseeteeseeseessesesessesesessenes p.-15
Figure 10: Screenshot of RansomHub’s Data Leak Site p.15
Figure 11: A whiteboard used to track flights in Kuala Lumpur Airport during the outage (Dark Reading) ..... p.16
Figure 12: Dark Storm Team claims DDoS attack on John F. Kennedy airport .
Figure 13 : Russian Partisan claims DDoS attacks on French airports ...,

Figure 14: ClobalX’s defaced website ... .
Figure 15: Hacked screens at Rafik Hariri Airport show a statement against Hezbollah .......cccccccevveniinininnenennns p-19
Figure 16: Tunisian RootStorm claims a data breach on ACACO Maroc p.19
Figure 17: Fake job posts for Aerospace employees p-21

_Summary

_This report provides an in-depth
analysis of the evolving cyber threat
landscape in the aviation sector,
highlighting the growing influence
of geopolitical tensions on the se-
curity of aviation systems. It under-
scores the strategic appeal of this
sector to both cybercriminals and

state-sponsored actors, driven by
its operational complexity, the high
value of its data, and the significant
impact that disruptions can cause.
The report also presents a detailed
overview of incidents observed in
2024 and 2025, including Business
Email Compromise (BEC) attacks,
phishing campaigns, supply chain
compromises, and ransomware
threats. It emphasizes the increa-
sing involvement of hacktivist

groups and state-sponsored APTs
(Russia, China, Iran, North Korea),
while outlining the most used at-
tack techniques—illustrating how
adversaries continuously adapt to
the sector’s unique vulnerabilities.

Cyber Threat Intelligence report notice

This report serves as a strategic resource for stakeholders in the aviation industry, cybersecurity professionals, and decision-ma-
kers in both the public and private sectors. By mapping the intersection of geopolitical dynamics and cyber threats, it provi-
des a comprehensive understanding of the current and emerging risks that could affect the aviation ecosystem. The detailed
breakdown of threat actors, techniques, and recent incidents equips organizations with actionable insights to better assess their
own exposure and prioritize defensive investments.
Beyond its diagnostic value, the report also supports anticipatory thinking. It can be used to inform cyber resilience strategies,
shape sector-specific risk management policies, and guide collaborative efforts between industry actors and government bodies.

Additionally, it offers a foundation for scenario planning and threat modelling exercises, helping aviation stakeholders move
from reactive postures to proactive threat anticipation and mitigation.
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Introduction

_Securing the Skies:
Cyber Threat Intelligence
for the Aviation
Ecosystem

In a world where the aviation sec-
tor is no longer just a symbol of
mobility, but a pillar of global se-
curity and geopolitical power, cyber
threats are emerging as a direct
and disruptive force. Airlines, Air-
ports, and Air Traffic Management
(ATM) systems—highly connected
and heavily digitized—are increa-
singly targeted by cybercriminals,
hacktivists, and state-sponsored
attackers.

At Thales, we understand that pro-
tecting the skies means securing

every digital layer that keeps aircraft
in the air and passengers moving
safely. With more than 6,000 cy-
bersecurity experts including cyber
consultancy teams, three CERTS,
one global Cyber Threat Intelligence
team, and a global footprint across
30+ countries, we are at the heart
of aerospace cybersecurity inno-
vation. Our 9 Security Operations
Centers (SOCs) actively monitor,
detect and respond to threats 24/7,
bringing together deep aeronautical
know-how with cutting-edge cyber
intelligence.

This report is built on our unique
positioning in the aviation industry,
backed by 8000+ aerospace staff,
strong partnerships with 500+ ope-
rators, and our active involvement
in international cyber aviation wor-
king groups. It is designed to deliver
actionable CTI insights for the en-
tire aviation ecosystemn—whether
you're flying the aircraft, managing
the skies, or securing the gates on
the ground.
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_1 From the threat context
to the redlity of the risk

THE EFFECTS OF GEOPOLITICS
ON THE AVIATION SECTOR

The interlinking of geopolitics and
the aviation sector

The geopolitical interests of na-
tions, such as territorial expan-
sion, national security, competition
for resources, among others, have
motivated the research and deve-
lopment of recent technological
advances in the field of aeronau-
tics. Aviation has had a particularly
significant impact on geopolitics,
modifying international relations,
security and stability. And conver-
sely, the trend today would be to
say that geopolitics and internatio-
nal relations have a considerable in-
fluence on the aviation sector and
its security, particularly in terms of
cybersecurity.

Before the advent of cyberwarfare,
these concerns only materialized in
the form of kinetic warfare or sa-
botage operations. But this is no
longer the case, where non-kine-
tic operations aimed at compro-
mising a government’s ability to
guarantee the security of critical
infrastructures are unfortunately
commonplace.

From a legislative point of view,
there is no international standard
defining “critical infrastructure”. In
Singapore, for example, the Cyber-
security Act defines these sectors
as follows: “Critical sectors [...] in-
clude energy, water, banking and

finance, health, transport (including
land, sea and air), infocommunica-
tions, media, security and emer-

” 1

gency services, and government”.

But in Hong Kong, the Critical In-
frastructure Bill proposed in July
2024 includes air transport as a
critical sector? on its own right,
not as a sub-sector of the trans-
port sector. If we take the case
of hacktivists, who are very proli-
fic in terms of cyberattacks against
states supporting Ukraine, there
have been DDoS attacks against
airlines, for example. According to
information dated March 13, 2025,
the pro-Russian hacktivist group
NoNameO057(16) had carried out
DDoS attacks against France, tar-
geting numerous corporate sites in
various sectors. The aviation sec-
tor has been particularly hard hit,
with an attack on the ASL Airlines
France website.?

The aviation sector and current
conflicts

Airspace restrictions, whether due
to military conflicts, diplomatic
sanctions or security concerns, are
forcing airlines to make rapid ope-
rational adjustments, and are also
falling victim to cyberattacks, ac-
cording to current conflicts?

The war between Russia and the
Ukraine has considerably altered
the perception of cyber-attacks tar-
geting the aviation sector.

Firstly, there has been a change
in airspace, as Western countries
have banned Russian airlines from
their airspace and, in retaliation,
Russia has restricted access to its
skies for many carriers. This led
to diversions of long-haul flights
between Europe and Asia, forcing
airlines to fly further north or sou-
th, increasing fuel costs and jour-
ney times. Some airlines have even
had to reconsider the viability of
certain routes due to the additional
costs involved.®

Secondly, the ongoing Rus-
sia-Ukraine conflict has prompted a
surge of cyber-attacks against the
aviation sector, with airlines based
in or openly supported by nations
backing Kyiv becoming prime tar-
gets.®

CYBERSECURITY ON THE AVIA-
TION INDUSTRY

The aviation sector is particularly
affected by cyber threats. Its strate-
gic and critical nature for the free
movement of people and the vitality
of world trade it attracts a broad
and evolving array of threats, par-
ticularly involving attacker groups
sponsored by third countries and
high-level cyber criminals.

The aviation industry is one of the
most interconnected and techno-
logically advanced sectors in the
world. Airlines are at the heart of
this ecosystem, managing complex
operations, sensitive customer data
and mission-critical systems. The

1 “The EU Cybersecurity Act | Shaping Europe’s Digital Future,” accessed May 16, 2025, https://digital-strategy.ec.europa.eu/en/policies/

cybersecurity-act.

2 “The New Cybersecurity Dawn — Hong Kong Readies for New Critical Infrastructure Legislation,” accessed May 16, 2025, https://www.
twobirds.com/en/insights/2024/china/the-new-cybersecurity-dawn-%E2%80%93-hong-kong-readies-for-new-critical-infrastructure-legisla-

tion.

3 Patrice Remeur, “La France est elle vraiment ciblée par NoNameO57(16) ?,” Solutions-Numeriques (blog), March 13, 2025, https://www.

solutions-numeriques.com/?p=23593l.

4 Hub Selection Recruitment, “CGeopolitical Impacts on Aviation: How Airspace Restrictions and Tensions Shape Flight Routes - Hub Se-
lection, Aviation, Engineering, Automotive, Recruitment, Experts, Specialists, Jobs, Roles,” Hub Selection (blog), March 10, 2025, https://
hub-selection.com/geopolitical-impacts-on-aviation-how-airspace-restrictions-and-tensions-shape-flight-routes/.

5 Recruitment.
6 Recruitment.
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role of an airline goes far beyond
transporting passengers; it is es-
sential to global trade, tourism and
national security.

What Is Covered Under Aviation
Cyber Security Market?

Cybersecurity in the airline indus-
try means protecting all physical
and software infrastructures, as
well as sensitive data, from unau-
thorized access, damage or mi-
suse. It encompasses securing
digital data, networks, online plat-
forms, IT equipment and systems
for transmitting or accessing this
information.

Key areas of cybersecurity include
the protection of networks, wire-
less environments, cloud services,
digital content and applications.
Network security plays a central
role in defending interconnected
systems against cyber threats. It
relies on solutions deployed locally
or in the cloud, essential to the ma-
nagement of airlines, freight trans-
port, airport operations and air traf-
fic control.

The aviation cybersecurity market
has grown significantly in recent
years. In 2024, it is estimated to
be worth $4.98 billion, rising to
$5.32 billion by 2025, representing
a compound annual growth rate
(CACR) of 6.8%. This dynamic can
be explained by the increasing nu-
mber of cyber threats in the airline

industry, growing reliance on digital
technologies, heightened regulatory
compliance requirements, the need
to protect sensitive data, as well as
several high-profile cybersecurity
incidents’

In the medium term, this upward
trend is set to continue. Growth is
projected to reach $744 billion by
2029, with a CAGR of 87%. This
acceleration is the result of the
continuing transformation of cy-
ber threats, the development of
connectivity in aviation systems,
the global expansion of the aviation
sector, as well as increased inter-
national cooperation to improve cy-
ber resilience®

Key future trends include increased
prioritization of internal threat de-
tection and prevention systems,
adaptation to regulatory standards
and frameworks, development of
specialized cybersecurity training,
integration of threat hunting tech-
nologies, and improved rapid inci-
dent response capabilities. These
developments reflect the sector’s
strong desire to better anticipate,
detect and neutralize the sophisti-
cated attacks of the future.

Aviation, a sector exposed to a
present cyberthreat

Cyber threats in the aerospace
sector have intensified, both in fre-
quency and complexity. In one year,
ransomware attacks targeting the

_Anolyst's observation

The financial impact of cyber-attacks in the aviation industry is now major, amounting to several billion euros a year world-
wide. This cost also includes rising cybersecurity expenses, business interruption, reputational damage, legal costs associated
with dealing with compromised personal data, as well as potential compensation in addition to ransomware or sophisticated
attacks carried out by state-sponsored groups. In an industry as interconnected and critical as aviation, disruptions can
spread very quickly, affecting not only airlines, but also airports, regulators, passengers and suppliers.

The most widespread attack vectors are well known: phishing sites imitating official platforms, DDoS attacks aimed at
saturating servers, introduction of malware into on-board or ground systems, hacking into sensitive data, and of course,
ransomware that paralyzes infrastructures until a ransom is paid. This range of digital tools is designed to exploit human and
technical vulnerabilities at all levels, from administrative staff to critical navigation systems.

In addition to these already considerable threats, there are other forms of cybercrime specific to the airline industry, such as
theft of personal or business data, usurpation of account credentials, and fraud involving loyalty programs, notably air miles.
These acts, although sometimes considered secondary, undermine user confidence and are potential entry points for more

serious attacks.

aviation supply chain jumped by
600%, revealing a rapid increase in
the digital risks facing the industry.®
This upsurge can be explained by
a combination of factors, including
rising geopolitical tensions, the ac-
celeration of digital transformation
and the widening attack surfaces of
connected systems.

Statistics reveal that 71% of cyber
incidents in aviation involve the
theft of credentials or illicit access
to critical infrastructures, jeopardi-
zing system security. DDoS attacks
account for around a quarter of re-
ported cases, mainly affecting on-
line services at major airport hubs,
with significant repercussions on
operations and access to essential
services.'®

Furthermore, ransomware conti-
nues to hit a wide range of players:
airlines, aircraft manufacturers,
trade associations. Recent events,
such as the Rhysida group’s attack
on Seattle-Tacoma airport in 2024
or the data leak suffered by Boeing
in 2023, bear witness to this. Cri-
tical systems - avionics, flight ma-
nagement, communications - re-
main particularly exposed, requiring
enhanced protection efforts. As
artificial intelligence and emerging
technologies become integrated
into flight operations, the surface
of vulnerability expands, heralding a
likely increase in threats targeting
infrastructures essential to national
security by 2025.

Taken together, these elements form what could be described as a “perfect storm”: a vulnerable, highly digitized ecosystem,
exposed to persistent and evolving threats, in a tense geopolitical context. This requires the aerospace industry not only
to constantly modernize its cybersecurity systems, but also to develop an organizational culture focused on resilience, risk
anticipation and international cooperation.

7 “Aviation Cyber Security Market Report 2025, Research and Analysis,” accessed May 16, 2025, https://www.thebusinessresearchcom-
pany.com/report/aviation-cyber-security-global-market-report.

8 “Aviation Cyber Security Market Report 2025, Research and Analysis.”

9 “Together Against Threats: Advancing Aviation Cybersecurity Through Collective Action,” Technology Advancement Center, February 11,
2025, https://thetac.tech/together-against-threats-advancing-aviation-cybersecurity-through-collective-action/.

10 “Together Against Threats.”
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WHY DO CYBER ATTACKERS
TARCET THE AVIATION
SECTOR?

The entire air-transport ecosystem,
such as airlines, airports, air-traffic
management (ATM), aircraft manu-
facturers, maintenance organiza-
tions, drones, and global distribu-
tion systems, presents a uniquely
attractive target due to several fac-
tors, among which we can find the
following.

Operational complexity

Aviation operations are inherently
complex, due to the stringent re-
gulatory requirements of the sec-
tor and the airline’s dependence on
extensive, interdependent systems.
A single flight relies on several cri-
tical systems: flight-planning sof-
tware, baggage-handling PLCs,
passenger-service apps, satel-
lite links, weather feeds, payment
gateways, and dozens of third-party
vendors. A compromise in a see-
mingly minor node can propagate
across partners in minutes, forcing
flight delays, closing runways or
halting an assembly line in a dis-
tant factory.

High data value

The sector holds a rich mix of
sensitive data. Beyond passenger
names and payment cards, airlines
and airports accumulate travel his-
tories, frequent-flyer preferences,
biometric templates collected at
seamless-border gates, and detailed
cargo manifests that may reveal
intellectual-property shipments or
military logistics. If a data breach
occurs and threat actors get this
kind of data, it can be directly mo-
netized, used for cyberespionage,
for targeted phishing campaigns or
other frauds.

Operational disruption

No other industry feels the pain of
downtime so quickly and so publicly.
If the departure-control system at a
big airport suffers an attack, tens of
thousands of passengers are stuck
within minutes. A ransomware at-
tack on air-traffic control services
can force large parts of the airs-
pace to close. Malware in a facto-
ry’s digital model can stop an entire
aircraft line from being built. Hac-
kers know these interruptions cost
huge amounts of money, so they
bet airlines and airspace companies
or regulators will pay a ransom fast
rather than suffer days of cancelled
flights, delayed cargo, and stalled
production.

_HAnalyst’'s observation

The airline industry is ultra-regulated, operating with a global, digitized supply chain. The slightest flaw can cause major
cascading effects, from delays to flight cancellations. This increases the pressure on IT systems, which must not only be ro-
bust, but also resilient and accessible at any time. This technological dependence creates fertile ground for targeted attacks,
exploiting the imperative need for airlines to maintain operational continuity.
Beyond the technical challenges, there are more strategic dimensions. Indeed, there is the high commercial value of passen-
ger data, the geopolitical motivations behind certain attacks, and above all, the central issue of trust.

GCeopolitical reasons

The focus on geopolitical motives in
airline cybersecurity reveals a major
issue that is often underestimated:
the role played by civil aviation in
the strategic balance of states. Air-
lines, although commercial entities,
operate within critical national in-
frastructures (transport networks,
border management, economic
and tourism flows) and are there-
fore perceived as prime targets for
hostile nation-states. Cyberattacks
sponsored by foreign governments
are not necessarily aimed at direct
financial gain, but rather at gathe-
ring sensitive information (diploma-
tic itineraries, passenger profiles,
biometric data, etc.), destabilizing
the economy, or demonstrating
power in a context of political or
military tension.

Intellectual-property theft and
industrial espionage

Aircraft and engine manufactu-
rers store proprietary design files,
performance logs and certification
documents worth billions in R&D.
Compromising a Tier-2 composites
supplier, an engine test cell or an
avionics software repository can
deliver blueprints, material tole-
rances and firmware that shorten
a competitor’s development cycle
or enhance a nation’s military ca-
pabilities.

_2 Cyber events on the
Aviation sector in 2024 and

2025

The aviation sector has faced a
turbulent threat landscape over
the past years, marked by a no-
table increase in both the fre-
quency and complexity of cyber
incidents. From financially moti-
vated cybercriminals to political-
ly driven hacktivist groups and
state-sponsored actors, aviation
has remained a high-value target.

This section provides an over-
view of the most significant cy-
ber events impacting the industry
in 2024 and 2025, categorized
by type and vector of attack.
The analysis includes business
email compromise (BEC), sup-
ply chain breaches, ransomware
campaigns, hacktivist operations,
and cyber-espionage activities,
highlighting key incidents and
their implications for operational
continuity and sector resilience.

BUSINESS EMAIL COMPROMISE
(BEC)

Business Email Compromise (BEC)
attacks have become an increa-
singly sophisticated tool for finan-
cial fraud, as threat actors exploit
compromised legitimate business
email accounts to steal funds
through unauthorized transactions.
These types of attacks have been
on the rise across various indus-
tries, including the aviation sector,
where threat actors often target
accounting and finance depart-
ments to initiate fraudulent pay-
ment requests.

Incident Example: EMEA-based
Aviation Company BEC Attack

In a notable incident within the
aviation industry, a threat actor
spoofed an aviation company based
in the EMEA region (Europe, the
Middle East, and Africa) to deceive
its clients, which included both glo-
bal and U.S.-based aviation compa-
nies'.

OVERFLIGHT/NAV. CHARGES

Roberto GIAM

SNR. Accounting Supervisor

CFICRCO/CATIACC

The attacker sent fraudulent emails
to the customers’ accounting de-
partments, requesting payment for
overdue invoices, with the goal of
misleading these departments into
making unauthorized payments to
the attacker’s accounts. While the
attack was eventually detected by
an advanced email security solu-
tion, another well-known secure
email gateway provider failed to
identify the threat.

Throughout July 2024, the threat
actors continued to target aviation
companies by sending emails re-
questing payment for overdue in-
voices. By mid-August, new intel-
ligence revealed that the attackers
had altered the domains used in
their campaign multiple times—at
least five different changes were
made to typo-squatted domains,
a tactic where malicious actors
register domains that closely re-
semble legitimate ones to deceive
recipients into believing they are
authentic.

FICURE 1: AN EMAIL
SPOOFINC THE EMEA-
BASED AVIATION COMPANY
(PROOFPOINT)

11 Cybersecurity Stop of the Month: Preventing Vendor Impersonation Scams,> Proofpoint, September 16, 2024, https://www.proofpoint.
com/uk/blog/email-and-cloud-threats/preventing-vendor-compromise-attacks.
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To further bolster the credibility
of their fraudulent messages, the
attackers created a fake LinkedIn
profile, which they used to lend le-
gitimacy to their communications.
This tactic, commonly seen in so-
cial engineering attacks, is designed
to make fraudulent emails appear
more convincing and persuasive.

Over the course of several mon-
ths, the attackers specifically targe-
ted individuals within the accounts
payable and finance departments,
as well as distribution lists asso-
ciated with finance and accounting.

Key indicators that raised suspicion
included the fact that the recipient
had no prior relationship with the
sender, a red flag for potential fraud.
Additionally, the sender’s domain
was newly registered, a common
trait in fraudulent campaigns as at-
tackers often create fresh domains
to evade detection. The domain had
low traffic and was not recognized
by the organization, further sug-
gesting malicious intent. To mask
their identity, the attackers used a
domain that closely resembled an
existing supplier’'s domain, with a
slight variation (an additional letter
<»). Such small changes are often
employed in BEC attacks to imper-
sonate trusted entities. The emails
themselves requested either pay-
ment for the overdue invoices or
proof of payment, which is highly
unusual for legitimate senders who
typically already have access to
payment details.

Incident Example: Phishing Cam-
paign by ATK300 (UNK_CraftyCa-
mel)

In late October 2024, another
highly targeted email-based attack
was attributed to the Iranian-linked
threat actor group, UNK_Crafty-
Camel. This group launched a phi-
shing campaign targeting five avia-
tion and satellite communications
organizations in the United Arab
Emirates™.

To execute the attack, the threat
group used a compromised email
account from INDIC Electronic, an
Indian electronics company that

Roberto Giam
Debt Collector at

Brussels Metropolitan Area - Contact info

+ Connect Message ) ( More

Activity

Roberto hasn't posted yet
Recent posts Roberto shares will be displayed here.

Experience

Debt Collector

Show all activity =

FICURE 2: FAKE LINKEDIN ACCOUNT CREATED BY THE ATTACKERS TO ADD
LECITIMACY TO THEIR EMAILS (PROOFPOINT)

maintains business ties with all the
targeted organizations. The attac-
kers tailored the emails specifical-
ly for each organization, leveraging
the established relationships to in-
crease the credibility of their mes-
sages.

The emails contained links to a fake
website that appeared to belong to
the Indian company (<indicelectro-
nics[.Jnet:), which was hosting a
ZIP package (OrderList.zip) contai-
ning two PDF files and an XLS file.
However, the XLS file was actual-
ly a Windows shortcut (LNK) that
masqueraded as a Microsoft Excel
document by using a double exten-
sion. The two supposed PDF files
were revealed to be polyglots, one
containing a ZIP archive and ano-
ther posing as a HTML application
file. These files were interpreted as
valid formats by the recipients’ sys-
tems, allowing the attackers to ex-
ploit vulnerabilities in the system.

The sequence of the attack invol-
ved launching cmd.exe with the
LNK file and running the PDF/HTA
polyglot file using mshta.exe. This
triggered a script that unpacked
the contents of the ZIP file, which
included an internet shortcut file.
This file then loaded a binary that
searched for an image file, XORed
it with a string, and decoded it to
launch the Sosano DLL backdoor.
This backdoor allowed the attac-
kers to maintain persistent access
to the targeted systems.

At the time of writing, the threat
group, ATK300 (UNK_CraftyCa-
mel), is believed to be linked to Ira-
nian state-sponsored operations,
sharing similar tactics, techniques,
and procedures (TTPs) with known
groups such as ATK35 (TA45I),
which have previously targeted
aerospace organizations. Despite
these similarities, researchers be-
lieve that ATK300 (UNK_Crafty-
Camel) is a separate and distinct
threat cluster.
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FIGURE 3: ONE OF THE PDF FILES INCLUDED IN THE ORDERLIST.ZIP FILE (PROOFPOINT)
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FIGURE 4: SOSANO BACKDOOR INFECTION CHAIN (PROOFPOINT)
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SUPPLY CHAIN

Threat actors increasingly exploit
trusted relationships between or-
ganizations and their suppliers or
partners to gain access, establish
persistence, or conduct fraud. In
the aviation sector, which relies
on a highly interconnected global
supply chain, these attacks can be
particularly damaging, as a com-
promise at any point in the chain
can cascade across multiple orga-
nizations.

In 2024, SunExpress, a Turki-
sh-Cerman airline, reported that
approximately 250,000 of its cus-
tomers were affected by a data
breach stemming from a cyberat-
tack on a third-party service provi-
der responsible for email newsletter
distribution™. The incident involved
unauthorized access to around
596,000 email addresses, including
those belonging to SunExpress
passengers. While SunExpress’s
own IT systems were not compro-
mised, the breach led to the circu-
lation of phishing emails imperso-
nating the airline, raising the risk
of further fraud and social enginee-
ring attacks. This event illustrates
the indirect, yet critical exposure
aviation companies face when cus-
tomer data is processed by external
partners.

Threats to the supply chain are not
limited to malicious cyberattacks.
Disruptions can also arise from
failures at third-party technology
providers, whose software or in-
frastructure are deeply embedded
in aviation operations. In July 2024,
Delta Air Lines was forced to can-
cel thousands of flights following a
software update failure attributed to
cybersecurity vendor CrowdStrike™.
According to legal filings, the mal-
function originated from a faulty
update to endpoint protection sof-
tware deployed across Delta’s sys-
tems. The issue disrupted essential
IT infrastructure, grounding flights
and causing widespread delays. The
incident triggered a $500 million

lawsuit against the vendor and un-
derscored the severe operational
and financial risks stemming from
supply chain dependencies—even
in the absence of deliberate com-
promise.

RANSOMWARE THREAT

The aviation industry has become,
over the last few years, a prime tar-
get for ransomware attacks, driven
by a combination of factors ranging
from system vulnerabilities to fi-
nancial incentives.

The aviation sector is a critical in-
frastructure. Simply by that reco-
gnition of importance, cybercrimi-
nals become more interested in
exploring it. Any disruption, whether
at airports, airlines, or air-traffic
control, can trigger widespread
chaos, hampering day-to-day ope-
rations and rippling through the
broader economy. Cybercriminals
exploit this urgency: knowing their
victims are desperate to avert ma-
jor interruptions, they count on a
higher willingness to pay ransom.
In addition to the former, the de-
pendence that airlines and air-
ports have on a large array of in-
terconnected systems, to control
baggage, flight operations, passen-
ger management, maintenance,
communication, etc., increases
the possible attack surface. Plus,
as stated, the systems are interlin-
ked, a small disruption in only one
system, can impact all the others
— with what can be deemed as a
small attack, cybercriminals can
disrupt large operations across va-
rious systems, whose disruption is
very costly to the target. Overall,
the growing digital transformation
within the sector makes it more
vulnerable to cyber threats, increa-
sing potential entry points for hac-
kers.

In connection with the previous, the
aviation sector works based on a
highly complex supply chain which
involves numerous third-party ser-
vice providers and vendors. An at-
tack on the attack chain, a smaller
services provider, can create many

cascading effects for the industry.
Usually, the victims of ransomware
attacks in the aviation industry are
high-profile targets, such as known
airlines or airports. When targe-
ted, these companies have a high
amount of pressure to avoid public
fallout, which may happen if the
cyberattack isn’t responded to cor-
rectly in a timely manner — given
that high profile attacks often gene-
rate more media attention.

The sensitive data that companies
in the aviation industry safeguard in
their systems is another pro point
in a cybercriminals list. Airlines and
airports hold large amounts of data
such as passenger records and pay-
ment details. When stolen, the data
can be used for identity theft and
fraud or even be sold on the black
market for the same reasons, being
financially appetizing. Besides, the
more valuable the data, the more
likely the company is willing to pay
the ransom to retrieve it.

Although there was a notable de-
crease in ransomware incidents
from 30 attacks in 2023 to 19 in
2024 (a reduction of approxima-
tely 37%), early 2025 figures point
toward a potential rebound. Speci-
fically, Eight attacks have already
been recorded as of May Ist, with
6 of those occurring in the first
trimester alone. This represents a
20% increase in attacks in Trimes-
ter 1 compared to the same period
in 2024, when only 5 incidents
were registered. While the abso-
lute number of attacks in 2025 is
still below previous years, the high
concentration of incidents within
the first few months is concerning.
In just four months, the aviation
sector has already experienced over
42% of the total ransomware at-
tacks seen throughout all of 2024,
indicating a significantly accele-
rated pace.

14 <Delta blames CrowdStrike for flight chaos in lawsuit,> Digital Watch Observatory, October 28, 2024, https://dig.watch/updates/delta-
blames-crowdstrike-for-flight-chaos-in-lawsuit.
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FICURE 5: RANSOMWARE ATTACKS TARGETING

THE AVIATION SECTOR 2024 - 2025
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Also, Twenty-two distinct ran-
somware groups were involved in
the 27 attacks recorded across
2024 and early 2025. The most
active groups were Space Bears
and LockBit, each responsible for
3 attacks, followed by RansomHub,
Babuk, and BlackSuit, with 2 each.

3
v
An important dimension of the
data is the geographical distribu-
tion of the victims affected, which
shows that ransomware attacks in
2024 and early 2025 impacted or-
ganizations in at least 16 different
countries. The United States was
the most affected, accounting for
10 out of the 27 incidents — more
than one-third of the total. Other

notable cases occurred in France
(3), Malaysia (2), and Spain (2).

2 2
M 4,
The remaining incidents were
spread across a wide range of
countries including Egypt, Belarus,
Mexico, Slovakia, Canada, Turkey,
Ireland, and Latvia, each with one
attack reported. This global distri-
bution shows that, although the
aviation sector is often singled
out, attackers make no distinction

when it comes to their victims’ na-
tionalities.
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FICURE 6: MOST ACTIVE RANSOMWARE CROUPS IN THE AVIATION INDUSTRY 2024 - 2025
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FICURE 7: CLOBAL DISTRIBUTION OF RANSOMWARE ATTACKS AFFECTINGC

THE AVIATION SECTOR 2024 - 2025

In August 2024, the Port of Seatle,
including SEA Airport, was forced to
isolate its critical systems, after an
outage of its internet and web-based
systems®. Although flights still
left and arrived at the airport,
with the systems outage the
processes of check-in would take
substantially longer, delaying ope-
rations. Given the outage within the
airport’s system, the organization
made a public statement advising
passengers to check flight delays
directly with the airlines companies,
and to make their check-ins
via the apps, facilitating the
processes since it's baggage
handling, check-in kiosks, ticketing,
Wi-Fi, passenger display boards,
and the Port’s website and app,
were all down'®.

Later, in September, Port of Seatle
revealed that the cyberattack had
been a ransomware attack perpe-
trated by the Rhysida ransomware
group. The ransomware group as-
ked for a ransom for the stolen
encrypted data. However, Port
of Seattle refused to pay, making
an official statement on how the
payment of the ransom would go
against the Port’s values.

g Seattle-Tacoma Intl. Airport
SEA =

On Aug. 24, the Port of Seattle identified system outages consistent with
a cyberattack. It was a fast-moving situation, and Port staff worked to
quickly isolate critical systems.

SEA==

Statement

FICURE 8: OFFICIAL SEA AIRPORT TWEET REPORTINGC CYBERATTACK

15 Seattle-Tacoma Intl. Aiport’s X account, September 13, 2024, https://x.com/flySEA/status/1834675801117409745.

16 <Critical infrastructure continues under threat, as hackers strike at Port of Seattle and Halliburton oilfield,> Industrial Cyber Security
Solutions, August 26, 2024, https://industrialcyber.co/threat-landscape/critical-infrastructure-continues-under-threat-as-hackers-strike-

at-port-of-seattle-and-halliburton-oilfield/.
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FICURE 9: SCREENSHOT OF RHYSIDA'S DATA LEAK SITE

Im April 2025, Port of Seattle be-
gan notifying roughly 90,000 indi-
viduals of a data breach after their
personal information was stolen in
the August 2024 ransomware at-
tack.”

The Rhysida ransomware emerged
around May 2023 and is associated
with a data leak site active since at
least early June 2023. It is written
in C++, and it encrypts files using
ChaCha20 with randomly gene-
rated keys, which are then encryp-
ted with a hard-coded RSA public
key. A PowerShell variant, RHY-
SIDA.POWERSHELL, also exists.
The ransomware iterates through
attached drives, skipping specified
directories and file types, and drops

a ransom note calling themselves
«cybersecurity team Rhysida-.

Furthermore, RHYSIDA.ESXI is a
variant written in C that targets
ESXi environments, encrypting lo-
cal files and appending the «rhy-
sida» extension. It can take com-
mand-line arguments to specify
encryption directories and modify
the server’'s message of the day.

Both RHYSIDA and RHYSIDA.
ESXI possess anti-VM capabilities,
specifically targeting VMware. Key
TTPs associated with RHYSIDA in-
clude Obfuscated Files or Informa-
tion (T1027), Command and Scrip-
ting Interpreter (T1059), and Data
Encrypted for Impact (T1486).

RansomHub

wWww.oma.aero

About

Phone Number +52 8186254300
Website www.oma.aero
Revenue $815.7 Million
Stock Symbol OMAB

Aeroportuario Centro Norte

Airlines, Airports & Air Services Mexico 1,111 Employees

Headquarters 201 Plaza Metroépoli Patriotismo Piso 5, Mexico ...

LEAK SITE

Later in the year, in October 2024,
Crupo Aeroportuario Centro Norte
(OMA), which operates 23 airports
in Mexico, including major hubs,
such as Monterrey, reported a cy-
ber-attack that caused significant
disruptions to its systems'®.

OMA’s IT team had to revert to its
backup systems to maintain ope-
rations across all the airports. Ne-
vertheless, the airports were still
down on some services, such as
the flight terminal location screens.

In due course, the ransomware
group RansomHub, claimed res-
ponsibility for the attack and, in
their statement, threatened to
release 3TB of stolen data if the
requested ransom wasn’t payed.

FIGURE 10: SCREENSHOT OF RANSOMHUB’S DATA

17 Port of Seattle says ransomware breach impacts 90,000 people,” BleepingComputer, April 04, 2025, https://www.bleepingcomputer.
com/news/security/port-of-seattle-says-ransomware-breach-impacts-90-000-people/.
18 <OMA Informa Sobre Incidente de Ciberseguridad,» OMA - Grupo Aeroportuario Centro Norte, October 18, 2024, https://www.oma.aero/

assets/005/6312.pdf.
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Although OMA did not confirm
the ransomware group’s claims, it
acknowledged that it was conduc-
ting appropriate investigations re-
garding the possible breach.”

RansomHub is written in Colang
and can encrypt data using Cha-
Cha20, xChaCha20, or AES256
algorithms, with the symmetric
encryption key being per-file and
protected by elliptic curve cryp-
tography, ed25519. The group is
capable of booting systems in
safe mode, capturing system lan-
guage, communicating using SMB,
constructing mutexes, creating files
and threads, deleting files, encoding
using a custom Baseb64 alphabet,
and encrypting or decrypting files.

In March 2025, the Kuala Lumpur
Airport, in Malaysia, was also vic-
tim of a cyberattack. Although at
first the official communications
informed that only some systems
had been affected and that the dis-
ruptions weren'’t significant, short-
ly after, travelers began to share
their side of the story: the disabled
airport’s flight information dis-
play system, the disabled check-in
counters, and the disabled baggage
handling services, were forcing air-
lines and airport staff to rely on
manual operations?°.

Afterwards, on a new official com-
munication, the airport recognized
the cyber-attack had had a signi-
ficant impact within the airports,
confirming the passengers expe-
rience.

The attackers targeted Malaysia
Airports Holdings Berhad (MAHB),
the company that runs most of the
country’s airports, and demanded a
$10 million ransom.

The Malaysian Prime Minister
Anwar lbrahim confirmed that as
soon as the ransom was requested,
its payment was denied, claiming
that the country would not com-
ply with demands from traitors and
criminals, whether they originate
from within or outside the nation,
further adding that the country and
the system would never be safe if
it did so?. The cyber-attack has
not been publicly linked to any ran-
somware groups at the time of this
writing.
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FICURE 11: A WHITEBOARD USED TO TRACK FLICHTS IN KUALA LUMPUR
AIRPORT DURINC THE OUTAGE (DARK READING)

HACKTIVISM

Hacktivism has re-emerged as a
prominent cyber threat vector fol-
lowing Russia’s full-scale invasion
of Ukraine in February 2022. Since
then, hacktivist activity has increa-
singly extended to other geopolitical
and religious conflicts, notably the
Israel-Hamas war that escalated in
October 2023, or the India-Pakis-
tan conflict in May 2025.

These events have catalyzed the
involvement of a wide range of ac-
tors, from well-established hackti-
vist groups to lesser-known enti-
ties, driven largely by ideological or
religious motivations.

The ongoing global instability has
fueled a resurgence of hacktivist
campaigns, often opportunistic in
nature and designed to maximize
media visibility. Many of these ac-
tors operate in support of speci-
fic narratives, such as anti-Israe-
li, pro-Palestinian, or pro-Hamas
stances and have carried out cy-
berattacks including website de-
facements, Distributed Denial of
Service (DDoS) attacks, and data
leaks.

DDoS attacks, which aim to disrupt
critical systems, are becoming an
increasingly common tactic against
the aviation sector, disrupting ope-
rations and, subsequently, causing
financial losses.

DDoS attacks to target the aviation
industry are attractive to cyber-
criminals since system availability
is crucial for the normal occur-
rence of daily operations, given that
airlines and airports rely on digital
infrastructures for most operations,
ticketing, baggage handling, flight
information displays, and com-
munication with other systems. A
DDoS attack capable of provoking
an outage on one of the systems
causes chaos mainly withing the
passengers, but also on the organi-
zation of operations, having effects
such as delays and cancelations of
flights.

The most common targets for
DDoS attacks on the aviation in-
dustry are the ticketing and reserva-
tion systems, the baggage handling
systems, the communication
systems, the customer service
portals and mobile application, and
the flight information displays, as
seen on the attack on Japan Airlines.

19 “RansomHub gang allegedly behind attack on Mexican airport operator,” The Record, October 25, 2025, https://therecord.media/ran-
somhub-gang-behind-attack-mexican-airport-operator.
20 <«Malaysian Airport’s Cyber Disruption a Warning for Asia,» Dark Reading, April 2, 2025, https://www.darkreading.com/cyberattacks-da-
ta-breaches/malaysian-airport-cyber-disruption-warning-asia.
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These activities are commonly or-
chestrated and publicized through
open Telegram channels and un-
derground forums on the dark
web, including BreachForums,
XSS, DarkForums, Cracked, and
LeakBase. Although many of the
direct targets are located within
the zones of conflict, hacktivist
campaigns have also affected orga-
nizations in countries outside the
immediate theatres of war due to
their perceived political alignment
or support for one of the parties
involved.

In this context, the aviation sector
has emerged as a high-profile, sym-
bolically charged target, drawing
increasing attention from ideologi-
cally motivated threat actors. The
following section explores concrete
examples of hacktivist campaigns
directed at aviation organizations
during 2024 and 2025.

In December 2024, Japan Airlines
(JAL) suffered a cyber-attack, na-
mely a DDoS attack in which

the airline’s systems became so
overwhelmed in traffic that it was
not possible to communicate with
external networks. The attack led
to JAL having to shut down the
affected system, consequently sus-
pending ticket sales and online ser-
vices for passengers, given that the
attack impacted the airline’s mobile
app, along with JAL's baggage ma-
nagement system?2.

The attack resulted in some delayed
flights, but the airline company
confirmed that costumer informa-
tion was not accessed, as there
was no sign of malware within the
systems.?®

Earlier in the year, in September
2024, Cuarulhos International Air-
port (CRU), in Sdo Paulo, Brazil,
the busiest airport in the country,
saw its official website down during
a short period of time, however,
according to the concessionaire of
the airport, the page did not suf-
fer any alterations, and the airpo-
rts operations were not disrupted.
Later, the attack was claimed by

“Azael” a cybercriminal that had
already been targeting other facili-
ties in Brazil** 2.

In recent years, airports have in-
creasingly become symbolic targets
for hacktivist groups aiming to draw
attention to geopolitical conflicts or
ideological causes. These cyberat-
tacks, often in the form of DDoS
campaigns, are typically publicized
by the threat actors themselves
on social media or messaging plat-
forms.

The table below highlights selected
incidents where hacktivist groups
have targeted airports with DDoS
attacks, including known attribu-
tion and timing:

DATE VICTIM THREAT ACTOR
14/04/2025 Nice Cote d’Azur Airport Russian Partisan, Mr. Ham- | https://t.me/c/2586337929/61
za
14/04/2025 Paris Charles de Caulle Russian Partisan, Mr. Ham- | https://t.me/c/2586337929/55
Airport za

03/04/2025 John F. Kennedy Internatio- | Dark Storm Team https://t.me/DarkStormTeam3/160

nal Airport

28/12/2024 Milan Malpensa Airport NoName057(16) https://www.reuters.com/technology/cy-
bersecurity/cyber-attack-italys-foreign-mi-
nistry-airports-claimed-by-pro-russian-hac-
ker-2024-12-28/

28/12/2024 Milan Linate Airport NoName057(16) https://www.reuters.com/technology/cy-
bersecurity/cyber-attack-italys-foreign-mi-
nistry-airports-claimed-by-pro-russian-hac-
ker-2024-12-28/

24/05/2024 Milan Bergamo Airport JUST EVIL https://t.me/hackberegini/2290

23/05/2024 Montpellier—Méditerranée Dark Storm Team https://x.com/DailyDarkWeb/sta-

Airport tus/1793582650537439447

22/05/2024 Hamburg Airport JUST EVIL https://t.me/hackberegini/2288

25/02/2024 | Copenhagen Airport NoName057(16) https://x.com/CPHAirports/sta-
tus/1T61778731511648395

21 “Malaysia PM says country rejected $10 million ransom demand after airport outages,” The Record, March 25, 2025, https://therecord.
media/malaysia-pm-says-country-rejected-ransom-demand-airport-cyberattack.
22 “Japan Airlines resumes operations after cyberattack delays flights,” The Record, December 26, 2024, https://therecord.media/ja-
pan-air22 lines-resumes-operations-after-cyberattack.
23 "Japan Airlines Restores Service After Cyberattack Disrupts Operations,” Aviation Source News, December 27, 2024, https://avia-

tionsourcenews.com/japan-airlines-restores-service-after-cyberattack-disrupts-operations/.

24 “Site da Forga Aérea Brasileira esta fora do ar; hacker assume ataque,” Olhar Digital, March 19, 2025, https://olhardigital.com.
br/2025/03/19/segurancalsite-da-forca-aerea-brasileira-esta-fora-do-ar-hacker-assume-ataque.

25 “Site do Aeroporto de Cuarulhos é alvo de ciberataque,” Security Leaders, September 14, 2024, https://securityleaders.com.br/
site-do-aeroporto-de-guarulhos-e-alvo-de-ciberataque.
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Below are examples of DDoS attack
claims made by hacktivist groups
on their Telegram channels, illus-
trating how these actors publicly
take responsibility for cyberattacks
against airports as part of their pro-
paganda and influence operations:

While Distributed Denial-of-Service
(DDoS) attacks aim to disrupt access
to online services, hacktivists of-
ten complement these efforts with
defacement attacks — a tactic that
involves the unauthorized modifi-
cation of official digital interfaces.
These attacks are typically used
to convey political or ideological
messages by replacing legitimate
content with propaganda, slogans,
or offensive imagery, often targeting
public-facing systems to maximize
visibility.

A notable example occurred in May
2025, when a hacker identifying as
a member of Anonymous targeted
Clobal Crossing Airlines Croup
(ClobalX), a U.S.-based airline involved
in deportation flights for U.S. Immi-
gration and Customs Enforcement
(ICE).

The attacker defaced the airline’s
website with a politically charged
message — an act designed to pu-
blicly shame and delegitimize the
company — before allegedly stea-
ling and leaking flight records and
passenger manifests linked to de-
portation operations. The incident
was later confirmed in a filing with
the U.S. Securities and Exchange
Commission (SEC), although the
company stated that its core ope-
rations were not disrupted.

26 https://t.me/DarkStormTeam3/160.

Dark Storm Team

O ¢ C 25 jfkairport.com

Service Unavailable

HTTP Error 503. The service is unavailable.

John f Kennedy airport by Darkstorm team and SYLHET GANG
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Error 16

www.parisaeroport.fr

14 10:45:58 UT

¥ Bonjour, bonjour la France de la part des Russes ™ @

Npusercrayio Hawwx spuTeneii u goporux rocreii Hawero
npexpactoro Poccuiickoro Coobuiectsa Russian Partisan.

Ceroamn Hawa komanaa c komaraoi MrHamza B3anm noa anumbii

xonTpons Asponopr Maf ! ynred

@ Mbi HEOAHOKPATHO NpeAynpexaani
DpaMUMI U CTAPANHCY PASIAALIATS UHGOPMALMIO, HO OHM
npourHopuposany Hac.

— La deuxiéme fois, la commande du commandant MrHamza
a éé prise en charge par le contréle aérien de l'aéroport de
Paris-Charles de Gaulle — 'aéroport international de France.

% — Cnasa Poccun!

tisan — Hosan pa, Hosbie sosmoxHocTy.

k4

27 https://t.me/c/2586337929/55, https://t.me/c/2586337929/61.

28 “Airline carrying out deportation flights confirms cyberattack to SEC,” The Record, May 12, 2025, https://therecord.media/air-

line-carrying-out-deportation-flights-confirms-cyberattack-sec.
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FICURE 12: DARK STORM TEAM CLAIMS DDOS ATTACK ON JOHN F.
KENNEDY AIRPORT?¢

Foroeo & nice.aeroport.fr

Access Denied
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Asponopm ®paryuu cezodHs He pabomaem no mexHuneckuM
npusunam

# Bonjour, bonjour la France de la part des Russes ™ @

NpuseTcrayem Hawwx spuTeneit v rocTed euse pas. Xotum
nokasaTs Haw 4eTsepTbiil XA K yHUUTOXeH Mo Oparuum,

Cerogrn 14 Anpens 2025 ropa & 16:30 6bina ssara Hamm ¢
xomaraoi KEYM a TaK xe Hawumm pebatamm us DIP

oA 0cobbiii koHTpons paxaarckuii Asponopt Oparumm «Nice
Nice Céte d'Azur Airport. Asponopr 8 Huuue». lpaxaane Opanumm
He CMOryT MoNacTb Ha CaifT M NPUOBpecTH GuneTbi

— Aujourd'hui, le 14 avril 2025 & 16h30, I'aéroport civil de
France « Nice Céte d'Azur Airport » a été pris sous contrle
spécial par nous et 'équipe Keymous, ainsi que nos gars de

W — Nobepa Gyaer Za Hamu!

— Hosan Jpa, Hosbie BO3MOXHOCTH,

FICURE 13: RUSSIAN PARTISAN CLAIMS DDOS ATTACKS ON FRENCH
AIRPORTS*

Anonymous

Operation DreadNought

Anonymous has decided to enforce the Judge's order since you and your sycophant staff
ignore lawful orders that go against your fascist plans.

FICURE 14: CLOBALX'S DEFACED WEBSITE*

On the other hand, in January 2025,
the Beirut-Rafic Al Hariri International
Airport (BEY) suffered a politically
motivated cyberattack that disrup-
ted several operations. The hackers
used the departure and arrival
screens of the airport to display
a statement accusing Hezbollah,
the Iran-backed militant group, of
escalating tensions between Israel
and Lebanon. The cybercriminals
did so by replacing the flight’s data
with several messages, one being
“You bear your responsibility and its
consequences, Hezbollah.3°

The attack is a consequence of
the geopolitical tensions between
Lebanon and Israel, which have
been escalating, with fire exchanges
between both. On the day of the
attack, an lIsraeli airstrike is said
to have killed a senior commander
form Hezbollah.3?

The cyberattack resulted in a brief
disruption of the airport’s baggage
inspection system, and the autho-
rities supposedly disconnected the
systems from the internet to limit
further damage.

According to ongoing investigations,
there are two possible groups being
suspected “The One Who Spoke”
and “Soldiers of Cod”, however, the
latter has already dismissed its in-
volvement.
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FIGURE 15 : HACKED SCREENS AT
RAFIK HARIRI AIRPORT SHOW A
STATEMENT AGAINST HEZBOLLAH*

In addition to disruptive operations
such as DDoS and defacement,
hacktivist actors also engage in
more sophisticated forms of cyber
aggression, including network in-
trusions and data breaches. These
attacks often target governmental
or aviation-related institutions and
aim to extract and potentially leak
sensitive information. In doing so,
hacktivist groups seek to expose
what they perceive as institutio-

29 https://web.archive.org/web/20250505140730/https://foqa.globalxair.com/.

30 “Hackers disrupt Beirut airport with anti-Hezbollah message,” The Record, January 8, 2024, https://therecord.media/beirut-airpo-
rt-hack-information-screens-baggage-screening.

31 https://x.com/aljarmaqnet/status/1744049633838391755.

32 “Beirut Airport screens hacked with message to Nasrallah,” L'Orient Today, January 7, 2024, https://today.lorientlejour.com/ar-
ticle/1363491/bia-screens-hacked-with-message-to-nasrallah.html.

33 https://t.me/TunisanRootStorm/925.

nal weaknesses or political mis-
conduct, using the stolen data as
leverage or propaganda.

A notable example involves the
group <Tunisian RootStorm-, which
publicly claimed responsibility for
breaching the Arab Civil Aviation
Organization of Morocco:

b :

;;\-,JJ’:,"-’/_‘#,U é___.'/.u‘“".ag_'“

cArab (ivil Aviation Organization

Official Declaration - Tunisian RootStorm Team

In a decisive cyber operation, our team has successfully breached the
secured systems of * ACACO Maroc (il plyuball dyall dakiiall
piall)”, the Arab Civil Aviation Organization of Morocco. Utilizing
advanced infiltration techniques, we gained full control over critical
infrastructure, compromising internal databases and forcing the
complete takedown of their official website.

This operation underscores the persistent vulnerabilities within
Morocco's key institutions and reaffirms our capability to
even high-profile targets. The extracted data inclu

records, confidential administrative documents, a
governmental correspondences.

This is not just an attack—it is a warning. Negligence in cybersecurity
will be met with relentless consequences. We will analyze the acquired
data and may disclose select findings to expose systemic failures and
malpractice.

No entity is beyond our reach

2 b2 O

FIGURE 16: TUNISIAN ROOTSTORM
CLAIMS A DATA BREACH ON ACACO
MAROC??
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STATE-SPONSORED

The aviation sector, with its criti-
cal technologies, economic value,
and strategic importance, is a prime
target for cyberespionage. The
sector is inherently intertwined with
national security interests, as both
military aviation and civilian play
essential roles in shaping global power
dynamics. Countries with advanced
aviation technologies and manu-
facturers, such as the U.S., Russia,
and France, are at the forefront of
cyber espionage campaigns, especially
those with significant geopolitical
interests.

The aviation industry spans various
segments, including aircraft manu-
facturing, defense contracting, air
traffic control systems, and aviation
technology research. These areas
are not only valuable economically
but also form the backbone of mi-
litary operations, logistics, and de-
fense strategies in global conflicts.

Russian APTs

Russia, through its cyber opera-
tions and Advanced Persistent
Threat (APT) groups, such as ATK5
(Fancy Bear, APT28) and ATKT7
(Cozy Bear, APT29), has long
utilized cyberattacks as a means of
geopolitical warfare. These groups
have been implicated in numerous
campaigns targeting NATO nations.

* ATK5 (APT28)

ATK5 (APT28), also known by va-
rious aliases including Fancy Bear,
STRONTIUM, and Sednit, remains
one of the most prolific Russian
state-sponsored cyber threat actors.
Since its emergence in 2007, it has
demonstrated a consistent interest
in strategic targets aligned with the
Kremlin’s geopolitical and military
objectives.

Over the past three years, coin-
ciding with Russia’s full-scale
invasion of Ukraine, APT28 has
evolved its methods and broadened

its scope, increasingly targe-
ting entities in the aviation and
aerospace sectors, both for
espionage and strategic disruption.

Recent investigations show that
APT28’s tactics now include
advanced lateral movement via
wireless access, exploitation of inse-
cure satellite networks, and phishing
campaigns against defense contrac-
tors and aviation authorities. These
developments suggest a deliberate
shift from traditional espionage
operations toward hybrid cyber
warfare, aimed at degrading \Western
military readiness and technological
superiority in critical domains such
as air traffic control and space-
based communication.

On September 1, 2024, Germany’s
air traffic control agency, DFS
(Deutsche Flugsicherung), reported
a cyberattack targeting its admi-
nistrative IT systems. Although air
traffic operations remained unaf-
fected, the compromise of internal
office  communications raised
serious concerns about potential
future disruptions.

Cerman cybersecurity authorities
attributed the attack to APT28,
marking it as part of a broader cam-
paign by the group against German
critical infrastructure3*.

This incident cannot be viewed in isola-
tion. It coincided with other confirmed
APT28 operations targeting
members of Germany’s ruling Social
Democratic Party, as well as aeros-
pace and defense contractors, over
the prior two years®. The group
reportedly exploited a vulnerability in
Microsoft Outlook to access sensitive
email accounts.

The DFS breach represents an
evolution in targeting—while air
traffic systems were not direct-
ly hit, the proximity to operational
infrastructure indicates a potential
reconnaissance or preparatory
phase for more impactful operations.

Also, while initially attributed to
solar activity, a 2015 event that saw
Sweden’s entire airspace closed for
over an hour is now suspected to
have been the result of a cyberat-
tack by APT2836.

Iranian APTs

* ATK49 (TA455/ UNCI1549)

An operation tracked as perpetrated
by ATK49 (TA455), a subgroup of
APT35, was discovered at the end
of 2024. The espionage campaign
had as its main target the aerospace
industry and the semi-conductor’s
sector. The operation worked as a
fake worker scheme, which is usual-
ly attributed to North Korean cyber
threat groups and was recorded as
the Dream Job» campaign - giving
that the threat group manipulates
its targets by offering them a «dream
job» in the aerospace industry®".

Seeing as the tactics to this operation
are significantly like the campaigns
perpetrated by the North Korean
APT, Lazarus, two options regarding
the operation were considered:
the APT35 impersonated the
Lazarus group to conceal its
identity, or there was an exchange
of knowledge between both groups.

The <Dream Job> campaign was
followed since September 2023, ha-
ving been carried out until the end
of 2024, with the LinkedIn profiles
associated with the most recent ac-
tivity being the same as the one’s in
2023. For example, one fake profile
associated with the fake company
«Careers 2 Find», had previously
«worked- for the fake recruiting
website, that had already been
uncovered, <Ist Employer-.

The campaign showed the sophis-
tication of the threat group and its
capabilities for social engineering. At
first, by impersonating other threat
actors, the threat group is able
to remain unidentified for longer,
creating confusion, furthermore,
the threat group hosts their mali-
cious domains on legitimate online
services, such as Cloudflare, as
exploit others like CitHub to host
encoded C2 server information to
then retrieve it.

As a social engineering tactic, the
use of Linkedln profiles allows
the threat actor to gain trust and
credibility from targets, avoiding

suspicion, seeing as upon consul-
tation, the profiles appear to be real
people working in real companies
- this tactic allows the threat group
to bypass certain measures, such
as identifying the email as suspi-
cious. That being said, the operation
worked with a multi-infection pro-
cess initiating with spear-phishing
emails with malicious attachments
masquerading as job-related files,
containing ZIP files within them-
selves with various malicious and
legitimate files - in order to bypass
security measures and to trick vic-
tims into executing the malware
- the malware used, designed to
evade detection, and the infrastruc-
ture is constantly adapting, making
it difficult to identify and mitigate
for researchers. Furthermore, the
recruiting websites, when accessed
would offer a PDF file to download,
containing malicious files, promo-
ting it as a guide for the safe utili-
zation of the website.

The campaign, by having speci-
fic targets, as can be observed by
the above images, the jobs related
to aerospace, aviation and defense
systems appear much more appea-
ling in comparison to the others,
demonstrates an interest by the
Iranian state in acquiring informa-
tion within the industries or even
cause disruption to these critical
sectors

North Korean APTs

The above-mentioned “Dream Job”
campaign was not the first cam-
paign targeting job seekers in the
aviation industry. In June 2020, a
similar campaign probably linked to
the North Korean ATK3 (Lazarus
Croup), was discovered.

During the campaign, the Nor-
th Korean cyber group success-
fully deceived their targets using
fraudulent job offers. These offers
appeared to come from top US.
defense and aerospace compa-
nies, including Boeing, Lockheed
Martin, and BAE Systems. The at-
tackers conducted a sophisticated
and far-reaching social engineering
operation that involved reconnais-
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FIGURE 17: FAKE JOB POSTS FOR AEROSPACE EMPLOYEES

sance, the creation of fake Linke-
din profiles, emails sent to perso-
nal addresses, and prolonged direct
communication with the victims
via phone and WhatsApp38.

Once the victims’ systems were
compromised, the attackers gathe-
red intelligence on both company
operations and financial matters,
likely with the dual aim of espionage
and financial theft. This combina-
tion of spying and monetary theft
is characteristic of North Korean
operations, where cyber units are
tasked with acquiring both strategic
information and financial resources
for the state.

In September 2019, a similar cam-
paign was discovered, named Ope-
ration In(ter)ception, also possibly
linked to ATK3 (Lazarus Croup) and
targeting aviation and aerospace
companies in the Middle East and
Europe. The files were sent direc-
tly via Linkedln messaging, or via
email containing a OneDrive link.
After a successful attack, the attac-
kers attempted to use the victim’s
compromised corporate account to
lure money from other companies,
sending fake invoices or asking for
a due payment notice®®.

Chinese APTs
As of 2025, the International Civil

Aviation Organization, a United Na-
tions agency responsible for setting

standards for international aviation
safety and security, is investigating
a recently found data breach, that
was claimed on January 5 on a
hacking forum.

According to the post, the threat
actor had access to 42,000 do-
cuments belonging to ICAO, in-
cluding personal information. The
data breach is said to have affected
11,929 individuals, that saw their
recruitment-related information,
such as names, email addresses,
dates of birth, and job history ac-
cessed.

In this cyberattack, the hackers
were not interested in disrupting
the company in operational terms
— they didn’t target IT/OT processes
— but in gathering intelligence on
specific individuals — a tactic of tra-
ditional espionage.

Although attributions of the at-
tack remain speculative, resear-
chers believe to it originating from
a state-sponsored group linked to
China*°.

In a similar attack, shortly after
the ICAO data breach, shared on
a hacking forum on February 4,
the Arab Civil Aviation organization
suffered a cyber-attack: documents
with records of members and their
credentials were exfiltrated form
the ACAO systems — thanks to a
successful SQL injection exploita-

34 «Is Russian group APT28 behind the cyber attack on the Cerman air traffic control agency (DFS)?,» Security Affairs, September 05, 2024,
https://securityaffairs.com/168070/apt/apt28-cyber-attack-german-air-traffic-control-agency-dfs.html.

35 <APT 28 group is ramping up information warfare against Cermany,> Security Affairs, December 10, 2016, https://securityaffairs.com/54252/in-
telligence/apt-28-infowar-germany.html.

36 «Sweden’s airspace shut down by Russian APT, not a solar storm,> SC Media, April 13, 2016, https://www.scworld.com/news/swedens-airspace-
shut-down-by-russian-apt-not-a-solar-storm.

37 <ranian “Dream Job” campaign,> ClearSky Cyber Security Ltd., November 2024, https://www.clearskysec.com/wp-content/uploads/2024/11/Ira-
nian-Dream-Job-verl.pdf.
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38 «Operation ‘Dream Job’,» ClearSky Cyber Security Ltd., August 2020, https://www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-
Campaign.pdf.

39 «Operation In(ter)ception: Targeted Attacks Against European Aerospace and Military Companies,» ESET, June 2020, https://web-assets.esetsta-
tic.com/wls/2020/06/ESET_Operation_Interception.pdf.

40 “Cyberespionage groups target ICAO, ACAO — threaten global aviation safety”, Biometric Update, February 6, 2025, https://www.biometricup-

date.com/202502/cyberespionage-groups-target-icao-acao-threaten-global-aviation-safety.



tion in a vulnerable web application.

The affected individuals were Safety
Aviation Specialists and Incident In-
vestigators, representatives of the
Qatar Aircraft Accident and Inci-
dent Investigation Unit (QAAI), the
Aviation Investigation Bureau (AIB)
of the Kingdom of Saudi Arabia, the
Iran Civil Aviation Authority, the
Jordan Civil Aviation Regulatory
Commission (CARC), and various
members of the Aviation Accident
Investigation Division (AAID). The-
refore, highly regarded individuals
involved in sensitive communica-
tions related to the field, and with
access to first-hand knowledge -
these victims saw their includes
logins (usernames), hashes of
passwords, emails, titles, and com-
munications, exposed.

However, there is still no specula-
tion regarding the origin of the at-
tack on ACAO. Nevertheless, both
attacks are being attributed to
state-sponsored groups, particular-
ly because researchers believe that
traditional cybercriminals would
not have interest in the breached
documents, therefore the specula-
tion on the perpetrators remains on
state-sponsored actors, which have
used the information to pursuit
other cyber espionage campaigns®.

e ATK2 (APT4I)

ATK2 (APT41), a Chinese APT also
known as Winnti, Double Dragon,
and Barium, has been conducting a
cyberattack campaign since 2023,
targeting transportation organiza-
tions in Europe, Asia, and the Middle
East. The objective of APT41 is to
infiltrate the systems of transporta-
tion companies, maintain access to
compromised networks, and steal
sensitive information. Their me-
thodology employs advanced tools
that enable persistent intrusion and
data theft.

The aviation sector is particularly
vulnerable to these attacks, as it is
a critical infrastructure that relies
on complex IT systems and inter-
connected networks. APT4l has
demonstrated its ability to exploit
these vulnerabilities to gain access
to key information. Moreover, with
its persistent attack capabilities,
the group can continue exploiting
systems for extended periods wit-
hout being detected.

As of February 2025, a campaign
exploiting the Check Point vulne-
rability CVE-2024-24919—reported
and patched in May 2024—was ob-
served stealing user credentials to
gain initial access via VPN logins
using valid accounts. The activity

_Analyst's observation

The aviation sector continued to face a complex and evolving cyber threat landscape throughout 2024 and into 2025. Threat
actors ranging from financially motivated cybercriminals to ideologically driven hacktivist groups and state-sponsored adver-
saries increasingly targeted aviation due to its strategic value, operational complexity, and high dependency on interconnected

digital systems.

has been attributed, with low confi-
dence, to APTA4I.

The campaign resulted in various
organizations being affected -
around thirty — all over the world,
but mainly in the United States of
America and Latin America. Many
of the targeted organizations were
significant supply chain manufac-
turers to aviation and aerospace
companies*?.

After gaining initial access, they
then used RDP or SMB to tra-
vel laterally and perform network
scanning to obtain greater privile-
ges, primarily connecting to the
Domain Controller. Using the DLL
Sideloading approach, attackers
ran genuine apps to load malicious
DLLs, unintentionally infecting vic-
tims’ computers with ShadowPad
malware, which communicates
with a remote server to create
continuous remote access to tar-
get PCs and employs sophisticated
obfuscation and anti-debugging
tactics. On some occasions, in ad-
dition to the ShadowPad infections,
the threat group also deployed the
NailaoLocker ransomware*.

Business Email Compromise (BEC) attacks remained a persistent threat, often exploiting trusted internal communications
to conduct financial fraud. Notable incidents included the spoofing of an aviation firm in the EMEA region.

Supply chain attacks also surged, exploiting vulnerabilities in third-party relationships. The compromise of SunExpress via a
newsletter service provider exposed data of 250,000 customers, while a failed software update from cybersecurity vendor
CrowdStrike led to operational paralysis at Delta Air Lines, underscoring the fragility of aviation’s digital dependencies.
Ransomware continued to exert significant operational and financial pressure. Although the total number of ransomware
incidents dropped from 30 in 2023 to 19 in 2024, a resurgence has been observed in early 2025 with 8 attacks recorded by
the beginning of May, 6 of which occurred in QI alone, suggesting a steep upward trend. These attacks spanned at least 16
countries, with the United States accounting for over a third of recorded incidents. Groups such as Space Bears, LockBit,
and Rhysida were among the most active.
Hacktivism re-emerged with intensity, fueled by global conflicts such as the Russia-Ukraine war, the Israel-Hamas escalation,

and India—Pakistan tensions.

All four major adversary blocs: Russia (APT28), Iran (TA455), China (APT4l and affiliates), and North Korea (Lazarus), are
investing in long-term campaigns that reach beyond classic defense espionage into civilian air-traffic and supply-chain sys-
tems. That shift signals that attackers view disruption of air-transport services and the theft of aviation R&D as high-leverage

levers in geopolitical competition.

Altogether, the events of 2024 and 2025 reaffirm the aviation industry’s status as a high-value cyber target, where finan-
cial incentives, geopolitical rivalry, and ideological agendas converge. The sector’s increasing digitalization and operational
interdependence presents both opportunities for innovation and expanding attack surfaces, demanding heightened resilience
and sustained threat monitoring across all layers of the aviation ecosystem.

41 “Cyberespionage groups target ICAO, ACAO — threaten global aviation safety”, Biometric Update, February 6, 2025, https://www.biometricup-

date.com/202502/cyberespionage-groups-target-icao-acao-threaten-global-aviation-safety.

42 “Chinese APT Uses VPN Bug to Exploit Worldwide OT Orgs,” Dark Reading, February 27, 2025, https://www.darkreading.com/ics-ot-security/

chinese-apt-vpn-bug-worldwide-ot-orgs.

43 "Patch Now: Check Point Research Explains Shadow Pad, NailaoLocker, and its Protection, ” February 21, 2025, https://www.scrible.com/view/

source/R2101COL20LQC2MC3443K8048P4CM20E:1424161239/.
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-3 Most used attack
techniques

A comprehensive understanding of
the techniques leveraged by threat
actors is essential for aviation
stakeholders to detect, respond to,
and mitigate cyber threats. This sec-
tion examines the most frequently
observed tactics, techniques, and
procedures (TTPs) used in attacks
against the aviation sector, based
on recent case studies and threat
intelligence reporting. Emphasis is
placed on initial access methods,
malware deployment, and the abuse

of legitimate services for persis-
tence and evasion. These insights
help identify behavioral patterns and
technical vulnerabilities commonly
exploited in the industry.

TACTICS, TECHNIQUES, AND
PROCEDURES (TTPS)

Cyber operations against avia-
tion entities are driven by different
types of threat actors: state-spon-
sored groups, ransomware groups,

hacktivist collectives, etc. Each ac-
tor type brings its own methodo-
logy and TTPs, but all exploit the
sector’'s technological complexity
and heavy reliance on third-par-
ty vendors. Below is a breakdown
of the most common techniques
observed in aviation cyberattacks,
mapped to MITRE ATT&CK tactics
and illustrated with real-world use
cases.

MITRE TACTIC TECHNIQUE (ID) EXAMPLE IN AVIATION

Initial Access | Phishing (T1566.001)

The 8BASE ransomware group likely entered Saudia Technic's (the
maintenance, repair and overhaul division of Saudi Arabian Airlines)
systems through phishing emails*4.

(T1341)

Social Network Persona

Fake recruiter profiles on LinkedIn used to target Airbus subcontractors*

(T1195)

Supply Chain Compromise

email newsletter distribution“.

In 2024, SunExpress, a Turkish-Cerman airline, reported that approxi-
mately 250,000 customers were affected by a data breach stemmming
from a cyberattack on a third-party service provider responsible for

cation (T1190)

Exploit Public-Facing Appli-

In 2023, Honeywell — a major aerospace and aviation systems provider
— was impacted by the mass exploitation of a zero-day vulnerability in
MOVEIit Transfer software, exploited by the Clop ransomware group*'.

Interpreter (T1059)

Command and Scripting

In March 2024, PLAY ransomware attacked Continental Aerospace
Technologies by executing scripts to encrypt systems.

Execution

Scheduled Task/Job (T1053)

using scheduled tasks*.

Sosano malware maintained persistence in airport systems in the UAE

Persistence

Data Encrypted for Impact

In February 2024, 8BASE ransomware encrypted critical systems at

(T1486) Saudia Technic, disrupting maintenance operations.
Impact Hamburg Airport JUST EVIL
25/02/2024 Copenhagen Airport NoName057(16)

(T1498)

44 “The Aviation and Aerospace Sectors Face Skyrocketing Cyber Threats,” Resecurity, March 15, 2024, https://www.resecurity.com/blog/article/

Network Denial of Service

offline.

the-aviation-and-aerospace-sectors-face-skyrocketing-cyber-threats.
45 Airbus’ LinkedIn account, 2019, https://www.linkedin.com/posts/airbusgroup_attention-we-are-aware-that-some-scam-messages-activity-

6524629357946761216-6HcK/.

46 “Cyberangriff auf IT-Dienstleister betrifft 250.000 Sun-Express-Kunden,” July 24, 2024. https://www.airliners.de/cyberangriff-it-dienstleister-be-
trifft-250000-sun-express-kunden/75768.

47 “Honeywell confirms impact by MOVEit hacks,” November 15, 2025, https://cybernews.com/news/honeywell-confirms-impact-moveit-hacks-clop/.

48 *“Call It What You Want: Threat Actor Delivers Highly Targeted Multistage Polyglot Malware,” March 4, 2025, https://www.proofpoint.com/us/

In February 2024, the Dark Storm Team launched a DDoS attack
against Los Angeles International Airport (LAX), taking web services

blog/threat-insight/call-it-what-you-want-threat-actor-delivers-highly-targeted-multistage-polyglot.
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_4 Prospective

The increasingly tenuous link
between geopolitical dynamics and
aviation activities is transforming
the industry into a strategic, even
conflict-ridden, space. The war in
Ukraine, tensions in the Gulf and
the Indo-Pacific, and the military
use of civilian infrastructures are all
positioning aviation players as tar-
gets of divergent interests. Aviation
is thus becoming a technological
extension of geopolitical tensions,
exposing its digital systems to acts
of sabotage, espionage or show of
force.”

The trends observed in 2024 and
early 2025 confirm the anchoring of
the aviation sector in cybercriminal
and state concerns. Business Email
Compromise (BEC) attacks against
European companies in the sector,

24

sophisticated phishing campaigns,
and indirect attacks via the sup-
ply chain reveal a growing maturity
of offensives. These actions also
demonstrate the quest for maxi-
mum leverage: achieving maximum
disruption with a targeted effort.
The trend is amplified by a renewed
wave of ransomware and the active
presence of state-sponsored APTs
from Russia, China, Iran and North
Korea, whose operations now edge
into sabotage and industrial espio-
nage.

From a technical standpoint, attac-
kers are adapting their methods to
match the sector’s complexity. Pri-
vilege escalation, hijacking of indus-
trial protocols, attacks on embedded
technologies, and compromises of
satellite services or reservation

systems all demonstrate that threats
are now capable of operating in
hybrid environments that blend
IT, OT, and critical systems. This
intersection of high technical
sophistication and operational criti-
cality creates an ideal attack surface
for APTs and organized cybercriminal
groups.

Looking ahead, the convergence
of geopolitical pressures, technical
sophistication, and economic or
ideological motivations will further
increase the vulnerability of the
aviation sector. \We can anticipate
larger-scale scenarios: coordinated
attacks aimed at disrupting airpo-
rt logistics chains, compromise of
air traffic management systems, or
hybrid threats combining disinfor-
mation and digital sabotage.




_A Shared Mission:
Building a Resilient
Aviation Ecosystem

Cybersecurity in aviation is not a
destination, it’s a continuous flight
path through an ever-evolving threat
landscape. As air travel becomes
more connected, digital and critical
to geopolitical dynamics, cyber risk
is no longer a future scenario, it's a
present reality.

From ransomware attacks on global
airports to state-backed campaigns
targeting airlines aligned with di-
plomatic adversaries, the sector is
under pressure. But with the right
cyber threat intelligence, collaborative

regulation, and proactive defenses,
resilience is within reach.

Thales is committed to helping
Airlines, Air Navigation Service Pro-
vider (ANSP), and Airports navigate
this complex environment. Our global
expertise, award-winning capabilities
(including the Frost & Sullivan Cy-
bersecurity for Airports Award), and
strategic alliances with regulators
and operators make us your trusted
partner in aviation cybersecurity. By
anticipating threats, sharing anony-
mized incident data and contributing

to key standards at EUROCAE and
ICAO, we're not just monitoring cyber
threats—we’re actively shaping a
safer future for global aviation.
Let’s take off together—resilient,
compliant, and secure.
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